DATA PROCESSOR AGREEMENT
THIS AGREEMENT IS MADE BETWEEN:

(1) [Full name of the Company] a company registered in .............cccoceviiiiiirinineninnnn. , with
registered OffiCe 1S @t ...i.ivieiririiii i (hereinafter,
the “Company/Data Controller”)

(2) [Company of the Enghouse Group], a company incorporated in [insert country] whose
registered office is at [insert address]/[having its principal place of business at [insert] (hereinafter
the “Supplier/Data Processor”)

each a “party” and together the “parties”.

BACKGROUND

(A) The parties have agreed that it may be necessary for Supplier to Process certain Personal Data on
behalf of Company as the Controller of certain Personal Data.

(B) In light of this Processing, the parties have agreed to enter into this Agreement to address the
compliance obligations imposed upon Company pursuant to the Regulation (EU) 2016/679
(hereinafter “GDPR”) .

© The Supplier is appointed by Company as a Processor to Process such Personal Data under
instruction from Company solely to the extent necessary to provide the Services in accordance
with the terms of this Agreement.

The Parties hereby agree as follows:

1. DEFINITIONS

Personal data: means any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

Data subject: means an individual who is the subject of personal data.

Process or Processing: means any operation or set of operations which is performed on Personal Data,
whether or not by automated means, such as collecting, recording, organizing, structuring, storing, adapting
or altering, retrieving, consulting, using, disclosing by transmission, disseminating or otherwise making
available, aligning or combining, restricting, erasing or destroying.

Controller/Data Controller: means the Company which, alone or jointly with others, determines the
purposes and means of the processing of Personal Data; where the purposes and means of such processing
are determined by Union or Member State law, the controller or the specific criteria for its nomination may
be provided for by Union or Member State law.

Processor/Data Processor: means a Supplier or authorized Sub-Processor, which processes Personal Data
under instruction from the Data Controller.

Data Protection Authority: shall mean the relevant supervisory authority with responsibility for privacy
or data protection matters in the jurisdiction were data processing is performed.

Service or Services: The specific services or set of services that Controller has procured from Processor
for which Processing of Personal Data is necessary.

2. PURPOSE:
Company as Data Controller, authorizes Supplier, as Data Processor, to process under instruction from
Company all Personal Data necessary to provide the Service of ............... (name of the service)

CICollection
OStructuring
OStorage
[CIConsultation
CIDissemination
OAlignment
CIErasure
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CORecording
CJAlteration
CIRecovery
OTransferring
[CJOCombination
[CJRestriction
CDestruction
[CIDisclosure
OOthers: .............

Processing shall consist of ............ (detailed description of the service).......... Supplier may Process
the Personal Data in the following ways (select those that are applicable), further description is attached as
Schedule 1:

3. TERM:
a) This Agreement shall commence on DATE (the “Commencement Date™) and shall continue in
full force and effect for the duration of that Processor retains the Personal Data.

4. OBLIGATIONS OF THE DATA PROCESSOR
The Data Processor and all its employees undertake to:

a. Use all Personal Data provided by Data Controller or as may be collected by Data Processor
pursuant to the Service, only for the purpose of the Service. In no case shall Data Processor use
Personal Data for a purpose other than the Purpose stated in Section 2.

b. Process Personal Data according to the instructions of the Data Controller. If the Data Processor
believes that any of the instructions violate the GDPR, the Data Processor shall immediately
inform the Data Controller.

c. Keep awritten record of all categories of the Processing operations carried under instruction from
the Data Controller.

d. When perform the services requires transfer of Personal Data outside the European Economic Area
or in a territory that does not guarantee an adequate level of data protection recognized by the
European Commission, transfer will be made according with Model Clauses included in the
European Commission Decision of February 5" 2010 n.2010/87/UE or taking any other legal
approved measures that guarantee the appropriate protection level.

e. Maintain written security policies for the security, integrity and protection of Personal Data against
unauthorized disclosure, theft or loss. Data Processor’s security policies includes administrative,
technical and physical safeguards appropriate for Processor’s size, resources and types of Personal
Data that it processes.

f.  Notdisclose Personal Data to third parties, unless with express authorization from Data Controller,
when legally permissible.

The Data Processor may disclose Personal Data to third parties only pursuant to the Data
Controller’s express instructions. In this case, the Data Controller shall identify, in writing and in
advance, the entity whom Personal Data will disclosed to, the Personal Data to be disclosed, and
the security measures to be applied for disclosure.

If the Data Processor is obligated to transfer Personal Data to a third country or organization
outside the EEA, they shall inform the Data Controller of that legal requirement beforehand, unless
otherwise prohibited by law.

g. Provide Data Controller with reasonable assistance in conducting data protection impact
assessments, when appropriate.

h. Provide Data Controller with reasonable assistance in sending prior consultations to control
authorities, when appropriate.

i. Provide Data Controller with all the information necessary to demonstrate compliance with their
obligations, as well as permit to conduct audits and inspections carried out by the Controller or
another auditor authorized by them, at Controller’s cost, during business hours and no more than
once annually. Data Processor and Controller will discuss and agree in advance on the reasonable
start date, scope, duration and confidentially controls applicable to any audit and Data Processor
reserves the right to charge a fee (based on Data Processor reasonable cost) for any such audit.

j- Maintain the confidentiality of all Personal Data Processed under this Agreement, even after its
termination.
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Provide to relevant employees and representatives, appropriate training, regarding their
responsibilities and obligations with respect the processing, protection and confidentiality of
Personal Data.
Collaborate with the Data Controller, in the scope of the Services, in responding to requests of a
Data Subject to exercise their rights of:

a) Access, rectification, erasure and opposition

b) Restriction of Processing

c) Data portability

d) To not be subject to automated individual decisions (including profiling)
And further to inform Data Controller when it receives a request from a Data Subjects asking to
exercise their rights as described above. Notification must be no later than 5 working days
following receipt of the request, and must be accompanied, where appropriate, by other
information that may be relevant to resolve the request.
Subcontracting
Processor is authorized to use subcontractors (“Sub-processors”) to perform the Services described
under Section 2 herein. List of approved sub processors is attached as Schedule 2.
To subcontract with other companies, Data Processor must notify Controller in writing, clearly
and unequivocally identifying the subcontractor and their contact details. Processing may be
subcontracted if the Controller does not indicate their opposition in the period of 5 working days.
Sub-processor(s) will be considered a Data Processor for the purposes of this Agreement and
equally obliged to comply with the obligations of Data Processor as set forth in this Agreement,
as well as any instructions issued by the Data Controller as to the Processing of Personal Data.
Data Processor undertakes to ensure that Sub-processor(s) will enter into a separate Data Processor
Agreement on the same conditions (instructions, obligations, security measures, etc.) as set out
herein and with the same formal requirements regarding adequate Processing of Personal Data and
guaranteeing the rights of Data Subjects as set out under GDPR.
Data security breach notifications
Data Processor shall notify Data Controller, without undue delay, and in any case, before the
maximum period of 72 hours, and via e-mail and phone confirmation, of any breach they are aware
of to the security of the Personal Data they hold, together with all relevant information to document
and report the incident.
This notification shall not be necessary when the data security breach is unlikely to entail a risk to
the rights and freedoms of individuals.
The following minimum information shall be provided, if available:
a) Description of the nature of the Personal Data security breach including, when possible, the
categories and approximate number of Data Subjects affected, and the categories and approximate
number of Personal Data records affected.
b) The name and contact details of the individual responsible for data security or another point of
contact to obtain more information.
c¢) Description of the possible consequences of the Personal Data security breach.
d) Description of the measures adopted or proposed to remedy the Personal Data security breach
including, if appropriate, the measures adopted to mitigate possible negative effects.
If information cannot be provided simultaneously, and to the extent that it is not, the information
will be gradually provided without undue delay.
Data Processor shall also report data security breaches to the appropriate Data Protection Authority
in accordance with the relevant provisions of the GDPR.
Deletion or Return the Personal Data:
Upon expiry or termination of a Service, or if the Processing of Personal Data is no longer required
for the purposes of the Services, unless Data Controller provides express direction, at Data
Processor’s option, securely delete or return the Personal Data to Data Controller according with
applicable law and Enghouse policies and promptly inform in writing to Data Controller that it has
done so.

5. OBLIGATIONS OF THE DATA CONTROLLER
THE DATA CONTROLLER REPRESENTS AND WARRANTS THAT THEY WILL:

a)

b)

provide the Data Processor with the Personal Data referred to in Section 2 of this document,
facilitate the right to have the information processed and have all the necessary consents from
applicable Data Subjects at the time of data collection.

conduct a data protection impact assessment for the processing operations to be carried out by
the Data Processor.
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6.

c) carry out any relevant prior consultations with any applicable Data Protection Authority
d) provide direction and instruction to the Processor to ensure that they can comply with the GDPR
prior to and during processing.

LIMITATION OF LIABILITY:

Data Controller’s remedies, including those of its Affiliates, arising from any breach by Data Processor
of the terms of this agreement will be subject to any aggregate limitation of liability already existing
between the parties, as permitted by law.

APPLICABLE LAW
This Agreement shall be governed by and construed in accordance with the laws of
................................. and shall be subject to the exclusive jurisdiction of the Courts of

MISCELLANEOUS
I Clauses and other headings in this Agreement are for convenience of reference only and shall
not constitute a part of or otherwise affect the meaning or interpretation of this Agreement.

Schedules to this Agreement shall form an integral part thereof.

. Unless the context otherwise requires, in the Agreement:

e use of the singular includes the plural and vice versg;

o areference to an Applicable Law shall be construed as referring to such Applicable Law as
amended and in force from time to time and to any Applicable Laws which re-enact or
consolidate;

e This Agreement, including the Schedules attached hereto and any subsequent properly
executed Processing Appendices agreed between the parties, constitutes the entire
agreement between the parties pertaining to the subject matter hereof and supersedes all
prior agreements, understandings, negotiations and discussions of the parties.

e The provisions of this Agreement are severable. If any phrase, clause or provision is invalid
or unenforceable in whole or in part, such invalidity or unenforceability shall affect only
such phrase, clause or provision, and the rest of this Agreement shall remain in full force
and effect.

e Any notice, letter or other communication contemplated by this Agreement shall be
communicated in writing via letter or facsimile to the addresses set out on the first page of
this agreement.

IN WITNESS WHEREOF, AND IN THE ACKNOWLEDGEMENT THAT THE PARTIES HAVE DULY SIGNED
BELOW AND BY DOING SO HAVE ACCEPTED AND APPROVED EACH AND EVERY PROVISION HEREOF
OF THIS AGREEMENT.

ENGHOUSE COMPANY
SIGNATURE: SIGNATURE:
NAME: NAME:
TITLE: TITLE:
DATE: DATE:
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SCHEDULE 1
TEMPLATE DATA PROCESSING APPENDIX

This Appendix, including any relevant attachment, describes the types of Personal Data, and the purposes
for which that Personal Data may be processed by the Processor.
Controller is:

Special categories of data:

No categories of Sensitive Personal Data as defined by Article 8 (1) of European Directive 95/46 shall be
processed for the purposes of this Processing Appendix.

Personal Data Processing Activities

PURPOSE OF | CATEGORIES AND | DATA LOCATION OF THE PROCESSING
THE ESTIMATED VOLUME | SUBJECTS
PROCESSING | OF PERSONAL DATA

PROCESSED

This Appendix is subject to the terms of the Data Processing Agreement entered into between the parties
on [insert date of the DPA].
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SCHEDULE 2
LIST OF APPROVED SUB-PROCESSORS

NAME OF | REGISTERED BUSINESS | ACTUAL LOCATION OF THE

SUB- ADDRESS PROCESSING

PROCESSOR

Example: Example: Example:

Amazon  Web | Amazon Web Services, Inc. | Amazon data centres in Ireland and
Services P.O. Box 81226 | Netherlands

Seattle, WA 98108-1226
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